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1 About this document 
This document serves as a user guide for MPKI Registration Officers. 

Copyright 

No part of the contents of this document may be reproduced or distributed in any form or 

by any means without the prior written permission of WISeKey SA. 

     is a registered trademark of WISeKey SA. 

 

  is a registered trademark of WISeKey SA. 

  

Microsoft, MS are registered trademarks, and Windows is a trademark of Microsoft 

Corporation. 

 

Published in Geneva, Switzerland, by WISeKey SA. 

Copyright © 2008 WISeKey SA. 

All Rights Reserved.  

2 Introduction 
URA is a registration system. It is designed to meet the requirements of both the managed PKI and 

public PKI providers. Besides the web-based application portals, it also includes a web service that 

provides core functions of registration officers and end-users for integration with applications. 

3 Concepts 
It is supposed that the readers have basic understanding about Public Key Infrastructure.  

3.1 Certificate Signing Request 

3.1.1 Definition 
In public key infrastructure systems, a certificate signing request (also CSR or certification 

request) is a message sent from an applicant to a certificate authority in order to apply for a 

digital identity certificate. Before creating a CSR, the applicant first generates a key pair, 

keeping the private key secret. The CSR contains information identifying the applicant (such 

as a distinguished name in the case of an X.509 certificate), and the public key chosen by the 

http://en.wikipedia.org/wiki/Public_key_infrastructure
http://en.wikipedia.org/wiki/Certificate_authority
http://en.wikipedia.org/wiki/Public_key_certificate
http://en.wikipedia.org/wiki/Key_pair
http://en.wikipedia.org/wiki/Public-key_cryptography
http://en.wikipedia.org/wiki/X.500
http://en.wikipedia.org/wiki/X.509
http://en.wikipedia.org/wiki/Public-key_cryptography
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applicant. The corresponding private key is not included in the CSR, but is used to digitally 

sign the entire request 

3.1.2 Certificate Request Format 
Certificate requests are often presented as ASN1 structures and encoded as in Base-64. 

There are two common formats: 

 PKCS10: Generated by Microsoft Internet Browsers, or external tools; 

 Keygen (or SPKAC): Generated by browsers using Keygen tag proposed by 

Netscape. This includes Mozilla Firefox, Google Chrome, Apple Safari, Netscape, 

Opera, etc.  

3.1.3 Certificate Request Source 

The URA accepts certificate requests from the three following sources: 

- Online: CSRs are generated by Browsers like IE (using CertEnroll in Windows 

Vista/Windows 7 or XEnroll in Windows XP). 

- Offline or Upload: CSR is a base-64 encoded string stored in a file, and must include 

Subject DN and/or SAN. 

- Existing Public Key: CSR is a base-64 encoded string stored in a file, Subject 

DN/SAN might be available or not in the CSR. If Subject DN or SAN is available, it will 

be loaded and shown in the certificate enrollment form to edit. 

3.2 Key Usage 

Key usage extensions define the purpose of the public key contained in a certificate. You can use 

them to restrict the public key to as few or as many operations as needed. For example, if you 

would like to use a key only for signing or verifying a signature, enable the digital signature; if the 

key is going to be generated in a secure device, is non-exportable, and thus cannot be repudiated, 

then also enable the  non-repudiation extension. If a key is to be used for key management, enable 

key encipherment, etc.  

Below are the available key usage extensions that can be used in certificates. 

 Digital signature: Use when the public key is used with a digital signature mechanism to 

support security services other than non-repudiation, certificate signing, or CRL signing. A 

digital signature is often used for entity authentication and data origin authentication with 

integrity. 

 Non-repudiation: Use when the public key is used to verify digital signatures used to 

provide a non-repudiation service. Non-repudiation protects against the signing entity 

falsely denying some action (excluding certificate or CRL signing). 

 Key encipherment: Use when a certificate will be used with a protocol that encrypts keys. 

An example is S/MIME enveloping, where a fast (symmetric) key is encrypted with the 

public key from the certificate. SSL protocol also performs key encipherment.  

 Data encipherment: Use when the public key is used for encrypting user data, other than 

cryptographic keys. 

 Key agreement: Use when the sender and receiver of the public key need to derive the 

key without using encryption. This key can then can be used to encrypt messages between 

the sender and receiver. Key agreement is typically used with Diffie-Hellman ciphers.  

http://en.wikipedia.org/wiki/Digital_signature
http://en.wikipedia.org/wiki/Digital_signature
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 Certificate signing: Use when the subject public key is used to verify a signature on 

certificates. This extension can be used only in CA certificates. 

 CRL signing: Use when the subject public key is to verify a signature on revocation 

information, such as a CRL. 

 Encipher only: Use only when key agreement is also enabled. This enables the public key 

to be used only for enciphering data while performing key agreement. 

 Decipher only: Use only when key agreement is also enabled. This enables the public key 

to be used only for deciphering data while performing key agreement. 

3.3 Extended Key Usage 

Extended key usage (EKU) further refines key usage extensions. An extended key is either critical 

or non-critical. If the extension is critical, the certificate must be used only for the indicated purpose 

or purposes. If the certificate is used for another purpose, it is in violation of the CA's policy.  

If the extension is non-critical, it indicates the intended purpose or purposes of the key and may be 

used in finding the correct key/certificate of an entity that has multiple keys/certificates. The 

extension is then only an informational field and does not imply that the CA restricts use of the key 

to the purpose indicated. Nevertheless, applications that use certificates may require that a 

particular purpose be indicated in order for the certificate to be acceptable. 

If a certificate contains both a critical key usage field and a critical extended key usage field, both 

fields must be processed independently, and the certificate be used only for a purpose consistent 

with both fields. If there is no purpose consistent with both fields, the certificate must not be used 

for any purpose.  

Below are several EKUs: 

EKU Enable for these key usage extensions 

Server authentication(SSL) Digital signature, key encipherment or key agreement 

Client authentication Digital signature and/or key agreement 

Code signing Digital signature 

Email protection Digital signature, non-repudiation, and/or key encipherment or 
key agreement 

Timestamping Digital signature, non-repudiation.  

 

3.4 Subject Distinguished Names 

Distinguished names (DNs) are string representations that uniquely identify users, systems, and 

organizations. In general, DNs are used in LDAP-compliant directories, such as Active Directory. In 

Certificate System, you use DNs to identify the owner of a certificate and the authority that issued a 

certificate. 

3.5 Subject Alternative Names 
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Subject Alternative Name (SAN) is part of the X.509 standard for a public key certificate that 

permits the certificate to identify more than one entity or device. RFC2459 states, "The subject 

alternative names extension allows additional identities to be bound to the subject of the certificate. 

Defined options include an Internet electronic mail address, a DNS name, an IP address, and a 

uniform resource identifier (URI). Other options exist, including completely local definitions."  

Public key certificates are tied to a specific entity that holds the corresponding private key. This 

could be an individual sending a secure email message, a network device proving its identity for 

the purpose of accessing privileged content, or a web server authenticating itself for the purpose of 

opening an encrypted (SSL) channel to a web browser. 

Sometimes, system administrators need to support multiple devices that act in concert and need to 

authenticate to a single key pair. In such a case, it can simplify administration by having each 

possible server name listed in the digital certificate. Another possible scenario for use of SAN is 

when there is an element of variability in how a device or entity will be addressed. For example, a 

digital certificate that provides SSL encryption for web site www.xyz.com could include xyz.com as 

a SAN in case the user attempts to browse directly to the site without the www prefix, or even the 

URL of a previous company name (xzz.com) to handle mergers, rebranding, or special marketing 

campaigns. 

Subject Alternative Name can also be used to allow multiple virtual web sites to operate on a single 

IP address. 

3.6 Public Key Algorithms 

The URA supports the following algorithms: 

 RSA; 

 ECC: ECSA, ECDH. 

Where: 

 RSA accepts the following key length (or key size): 1024, 2048, 4096 and 8192; 

 ECC accepts key length: 256, 384, 521; 

3.7 Hash Algorithms 

The URA supports the following algorithms: SHA1, MD5, SHA256, SHA384 or SHA512. 

3.8 Validity Period 

Common validity periods are: 1 year, 2 years, or 3 years. 

3.9 Private Key Options 

 Key Exportable: Private key can be exported to a  file (PFX); 

 Key Protected: Password can be used to protect the private key. 

http://en.wikipedia.org/wiki/X.509
http://en.wikipedia.org/wiki/Public_key_certificate
http://en.wikipedia.org/wiki/Public_key_certificate
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3.10  Cryptographic Service Provider 

A Cryptographic Service Provider (CSP) is a software component provided by Operation Systems 

or Smartcard provider, etc. The CSP will be used to generate key pairs (Public and Private Key).  

3.11  Certification Authority 

In cryptography, a certificate authority or certification authority (CA) is an entity that issues digital 

certificates for use by other parties 

4 Basic Registration Officer Guide 

4.1 Create User 

Organisation registration officers and URA administrators may follow the steps below to create 

users: 

 Go to the URA administration portal accessible via http://www.certifyid.com, you will see a 

link to the URA Administrator Portal. Use this link to authenticate with your digital certificate 

and access the portal. If you have been appointed an administrator / registration officer for 

your organization and you have not yet received your smartcard and digital certificate the 

contact WISeKey at our support address: support@wisekey.ch 

 Open Users menu in the End Entity Management section; 

 Enter basic user information and then choose Role to grant for the user; 

http://en.wikipedia.org/wiki/Cryptography
http://en.wikipedia.org/wiki/Public_key_certificate
http://en.wikipedia.org/wiki/Public_key_certificate
http://www.certifyid.com/
mailto:support@wisekey.ch
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 Choose Next to follow the wizard and fill other information like Address, Company, etc. The 

user “Jane Doe” will now be in the user list. 

 

4.2 Generate Certificate Signing Request 

The certificate signing request (CSR) should be generated by the user through the URA User 

Portal at: 

https://secure.certifyid.com/certifyid/user 

https://secure.certifyid.com/certifyid/user
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However, you can be act on behalf of a user in the group and generate a certificate signing request 

on their behalf. Follow the steps below to make a CSR: 

 The certificate request should ideally be made using the destination user’s Internet 

browser, user account and computer. Whether you are generating a key-pair in a computer 

store or on a smartcard, the certificate must be installed using the same user account, 

software (browser), and computer with which the certificate request was generated. 

 If you wish to export the key pair for escrow purposes, then be sure to choose a certificate 

template that is configured to allow exportable keys. See below: 

 
 

 Fill Subject DN, SAN information based on the template chosen.  

 Click on “Generate” 

IMPORTANT:  

 This is a sample certificate enrollment form. The form’s appearance will differ based on the 

Certificate Template; 

 The design of Certificate Templates depends on the PKI model agreed between the 

customer and WISeKey. 

 In the above form, CSR will be generated by the browser in the Microsoft operating 

system. There might be some certificate enrollment forms that require you to choose an 

existing CSR to upload, generate keys on a smartcard, or in some other form. 

4.3 Issue Certificate Signing Request 

A digital certificate will be issued if the following conditions are met: 

 The CSR is valid; 

 If the template is designed to issue the certificate without any approval, then the certificate 

will be issued automatically.  
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 In other cases, another registration officer must validate and approve the request for the 

certificate to be issued. The certificate will be issued after their approval. 

 In some special cases, the request might need to be approved by more than one 

registration officer. The certificate will be issued after the last approval. 

 Follow the steps below to approve a certificate request: 

Open the Request menu in the PKI Management section; 

 The certificate signing requests required to be approved are often marked as “Active” or 

“Marked as submission”.  

 A request gets “Active” status once it requires some approvals.  

 The “Marked as submission” is raised if there was some problem with the CA servers at 

last approval time. Please ask for support from WISeKey if you see a request with this 

status. 

 In the “Display” column, click on the View detail button; 

 
 In the Request View page, validate the request, and then approve it… 

The following information should be validated: 

 Key Usage; 

 Extended Key Usage; 

 Subject DN; 

 SAN; 

 Validity Period; 

 SMIME support; 

The Display button can be used to parse the request’s contents and show it in raw format. 

If the certificate is issued after your approval, the Certificate Install page will appear as shown 

below: 
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NOTE: 

 If you made the request for the certificate on behalf of a user, then not that you typically 

have to install the certificate using the same software (browser), user account and 

computer on which you created the request. You may export it to a PFX file to send to the 

user if you originally marked the keys as exportable. 

 More information on  certificate installation can be found in the URA MPKI End-user Guide. 

4.4 Certificate Management 

4.4.1 List certificates 
Open Certificate menu from the PKI Management section. 

 
 

In the “Display” column, click on the View detail button, the Certificate View page should look 

like below: 
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4.4.2 Revoke Certificate 
If you are granted right to revoke certificates, then the revoke button will be shown in the 

bottom of the Certificate View page. 

 Click on Revoke; 

 Choose a revocation reason; 

 Submit; 

After revocation, you can delete the certificate. 

4.4.3 Renew Certificate 
Certificate renewal is not recommended, since renewing a certificate using the URA requires 

you to use the same user account, internet browser, and computer on which the original 

certificate signing request (CSR) was created. As it is often quite difficult to establish the 

conditions of the original request and it is advisable to replace key pairs when they expire, it is 

recommended that a new key pair be generated and a new certificate issued. 

A certificate can be renewed when it expires. Use the Renew button in the Certificate View 

page to renew a certificate. 

NOTE:  

 The renewed certificate must be installed by the same browser that user used to 

generate the original CSR. 

 Certificate installation is described in the URA MPKI End-user Guide. 

5 Advanced Registration Officer Guide 

5.1 Delete User 
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Removes all the resources associated with the user including: Certificates, Certificate Signing 

Requests, Association Role, Group, etc. This right is generally only allowed for Private MPKI 

instances. 

If you are granted the right to remove users, then you can remove users in your groups. It is 

strongly recommended that you should keep users suspended instead of removing the users. 

However, a user can be removed.   

How to remove users depends on system settings and their association with other resources, 

therefore further information on this process would be provided based on the MPKI configuration of 

each customer.  

5.2 Delete Certificate Signing Request 

A request can be removed as follows: 

 View detail of the request; 

 Suspend the request. You can also approve a suspended request to restore its original 

status (“Active” or “Marked as submission”) 

 Click on Remove button to delete the request suspended in the previous step; 

5.3 Delete Certificate 

A certificate can be deleted only after it is revoked. 

 


